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Speaker profile, Company profile (1/3)

Name: Babatope Aloba, CISA

Education: Business Informatics, Vienna University of Technology

Present/past 
Roles:

ICT & Cybersecurity Auditor, IT-Auditor, Internal Auditor, 
SOX-Auditor, Software Engineer/Database developer

Hobbies: Virtual hobbies: Information security: Firewalls, anti-spam 
techniques, AI

Real world hobbies: travelling & sightseeing. 
Last travel destination: Japan (March 2024)
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UniCredit Group – who we are
Speaker profile, Company profile (2/3)

At a glance: a pan-European Group1

A pan-European Commercial Bank connecting with clients in a unified way across Europe 

1Data as of 31.12.2022

13
Banks 4

Coverage 
regions

2
product factories 

serving all regions

A pan-European Commercial Bank connecting 
with clients in a unified way across Europe

1
leaner Corporate Centre 
embedding Digital & data

UNIFIED GROUP

STRATEGIC 
PARTNERS

OUR 
PARTNERS’ 

CLIENTS 

81k
people

https://www.unicreditgroup.eu/content/dam/unicreditgroup-eu/documents/en/banking-group/at-a-glance/UniCreditGroupCompanyProfile.pdf

https://www.unicreditgroup.eu/content/dam/unicreditgroup-eu/documents/en/banking-group/at-a-glance/UniCreditGroupCompanyProfile.pdf
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Our future: Digital & Data

From USING digital to LIVING digital

Being the Bank for Europe’s future means becoming an 
integrated, fast and efficient digital bank, using state of the art, 
cloud-based infrastructure. We will use Data to empower our 
decision making, to continuously adapt to a shifting market, and to 
offer a best-in-class customer experience.

We will leverage on four global pillars in our organisation: 
reclaim core competencies, a new way of working, reshape our 
architecture and improve resilience and build digital experience. 

This will drive our overarching Group digital development and 
the countries will deliver the last mile products, tailored to the 
local needs.

We want to gain the right competences and technology to 
create a seamless digital offering that will serve our clients 
anywhere & anytime, exceeding their expectations.

UniCredit Unlocked: our Digital revolution

UniCredit Group – our strategy
Speaker profile, Company profile (2/3)

https://www.youtube.com/watch?v=hI_Ln5OCZXM
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Task: 

…create a standard work program focused on cybersecurity, based on our risk profile (and our subsidiaries) 
and flexibly scalable under the following constraints:

• Adjustable to the different sizes and risk profiles of our subsidiaries,

• Adjustable to reflect the unique risk profile of each legal entity

• Adjustable to audit the most relevant processes and systems being used at each legal entity

• Support a data driven audit as much as possible

Solution:

… use one or multiple standard frameworks and emphasize audit tests that can be enhanced through the 
use of data analytics

Audit Background and Audit approach
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CIS Controls® - http://www.cisecurity.org/controls/

• CIS Critical Security Controls® (CIS Controls®) are/were …

• … initially developed by NIST,

• … constantly evolving, development led by CIS – Center for 
Internet Security,

• … describe a set of activities (18 controls which include a 
total of 153 safeguards) to ensure that: 

CIS Security Best Practices (which include the CIS Controls and 
CIS Benchmarks) are more than a checklist of “good things to 
do,” or “things that could help”; instead, they are a 
prescriptive, prioritized, highly focused set of actions that have 
a community support network to make them implementable, 
usable, scalable, and in alignment with all industry or 
government security requirements,

• … structured to allow customization to different organization 
sizes, complexities and risk profiles using so-called 
“Implementation Groups”

CIS-Framework (v8) at a glance
CIS framework => Audit work program (1/2)



UniCredit - Public8

• CIS framework‘s IG1 consists of 18 a total of 56 
safequards: this was still too much => focus on fewer 
safeguards, but specifically including CIS08 and CIS12

UCBA tailored work program for IG1 (subset-excerpt)
CIS framework => Audit work program (2/2)

IG1: 56 safeguards

Tailored WP: 15 safeguards
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© Babatope Aloba, 2024

Sampling dilemma
Sampling vs Data Analytics (1/2)

UniCredit - Public

Fushimi Inari Taisha in Kyoto, Japan

© Babatope Aloba, 2024
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Performing transaction tests on entire populations rather than just testing 
samples lets auditors consider broader sets of audit relevant data and thus 
produce higher quality audit evidence. 

Sampling vs Population testing
Sampling vs Data Analytics (2/2)

https://www.iia.org.uk/resources/delivering-internal-audit/how-to-gather-and-evaluate-
information/%3FdownloadPdf%3Dtrue&usg=AOvVaw2CncS6HHaeC4p5m9OLgVPa&opi=89
978449

Source: https://cfrr.worldbank.org/sites/default/files/2019-11/SMPs_spreads_digital.pdf

UniCredit - Public
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Document/evidence request to be provided by Auditees:

• CMDB extract of all Configuration Items (CIs)

• SIEM extract for selected time frame

Tests performed:

• Inventory completeness check part 1: do all devices have logs enabled? (review 
configuration settings)

• Inventory completeness check part 2: are logs for all devices in the CMDB in the 
SIEM? => Big-Data analytics

• Inventory completeness check part 3: are all devices logging to the SIEM registered 
in the CMDB? => Big-Data analytics

Findings:

Criteria: 

CIS Control 8.2 Collect Audit Logs: 
Collect audit logs. Ensure that logging, per the enterprise’s audit log management 
process, has been enabled across enterprise assets.

Condition:

Logging was not activated for all CIs - systems, devices and containers.

Root cause(s):

• Misconfiguration of VMWare logging levels (0-5)

• Incomplete inventory of containers and container-based services

• Misconfiguration of firewall settings which blocked ports required for logging

WP Test - Audit logs for Subsidiary XYZ
Selected Audit Tests & Results

UniCredit - Public

SIEM extract for 24h:
500 Mb zipped logged files 
12 Gb unzipped text files
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Summary – pros & cons
Selected Audit Tests & Results

SUMMARY & CONCLUSIONS

Wins:
1. In depth analysis of full population was 

previously not possible. For example, the 
findings regarding completeness of logs 
would not have been possible.

2. Potential for advanced analytics identified 
– use of machine learning to establish a 
baseline pattern to enable detection of 
anomalies

Challenges: 
1. Large dataset - each run of the analytics 

workflow took 15m to complete –
resource intensive during development

2. SIEM structure was not normalized: 
different log formats coming from 
different systems, applications and 
services.
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Thank You! 

Danke schön!

Thank You!
Questions?

This Photo by Unknown Author is licensed under CC BY
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どうもありがとうございます！
 Dōmo arigatō gozaimasu!

http://art-rinay.deviantart.com/art/arigato-gozaimashita-306913370
https://creativecommons.org/licenses/by/3.0/
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